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-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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Repository provides
Public Directory of

Certificates and
OCRSL to world-wide

web (www) users
CA notifies RA of acceptance or denial

Repository

CA rechecks applications for all
top level Certificates and, if

approved, issues Certificate and
files Certificate with Repository

SA approves or rejects
application, randomly

verifies some information
and forwards status to CA

SACA

RA receives status from CA and, if
approved, delivers Smartcard to Sub-

scriber, collects funds and prints receipt

CREATING A KEY PAIR AND
ISSUING A CERTIFICATE

Subscriber delivers
folder of info to RA

•Application
•Birth Certificate
•Driver’s License

•Photo
•Fingerprints
•DNA Sample (hair)

RA

RA issues token to Subscriber,          then
verifies and submits Subscriber info

with application to CA and SA

TO
K

EN

Subscriber downloads
certificate to token
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Security Considerations in
Design
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Design/Audit Considerations
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Policy Design Considerations
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Law & E-Commerce
All State Laws Are NOT Equal

Real Law
• Electronic documents

are admissible as
evidence

• Electronic filing for
bid submissions, tax
filings, electronic
recording of deeds,
mortgages, etc., are
legally binding

E-Comm Law “Lite”
• Some states provide

no mechanism for
allocation of risk and
liability (ex: CA)

• E-documents cannot
be proven to be
authentic in court (SD,
ID, DE, PA)



Law & E-Commerce
Laws in Enforcement today

The Significance of the State Licensing Laws:
– Provides a framework for  parties to allocate risk

and liability
– Recognizes electronic notarization of documents

world wide
– Mandates that  digital signatures are legally binding
– Requires trustworthy verification of identity



Law and E-Commerce:
Bottom Line

• Adequate existing law
• Available models for risk allocation
• Ability to enforce electronic contracts
• Current law is designed to be technology neutral

and standards based
• E-Commerce standards will become ubiquitous


