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rapidly becoming the most
popular form of electronic
communications. Mike

todayébs

2011

blen ebout sléctrom@icn abm-
munications. Webmaster
Donna Crock has posted
available seminar presen-

]
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be held at the Barrett
Building in the Multi-
Purpose Room on April
12" starting at 11:30 a.m.

Crouch, IT Security with tations on our Website. Our speaker will be John
the State of Wyoming Please check them out for Gay (with the Cheyenne
OCIO (Security Issues more information Police Department). John

Facing Social Networking),
filled us in about why there
is a negative side to social
networking/media. Sue
Casteneda, Public Informa-
tion Specialist with State
Parks and Cultural Re-

A Huge Thank You to
Deanne Widauf, to every-
one who donated items, as
well as everyone who
worked so hard to gather
those donations for this

will give a presentation
about
Net wor king
presentation is oriented to
families and how all fami-
lies can and should all be
aware of what needs to be

Wowé. . what a sourges, @t Kim Sears, year 6s Annual doSethkedpaur aldetiopic
Spring Seminar !!! Sr. PR & Marketing Spe- Fund Silent Auction! Thank  communication safe in our
cialist with the Wyoming you also to Wendy homes and for our families.

fiFacebook
Saf et

Thi s year 6 s BuShresmi @oancil, both Kinkade, and other chapter Wendy Kinkade and Kathy
Al mpact s of Sdemonstiated N antd - ex- members who assisted Levasseur will again plan a
working/Media on the plained how social net- Deanne with this time con- great lunch option for all
Rim Pr of emavado mworking is currently used suming task. Deanne, our attendees. Please be sure
to be a hot topic and one by Wyoming State Agen- treasurer, did a fantastic to R.S.V.P to Wendy no
that was well addressed by cies as well as private sec- job of coordinating this later than close of business
each of our 4 speakers. tor businesses. Indeed, year ds si |l ent -Fidag tAprib 8" avi687h a
Our Keynote Speaker, social networking/media is truly superb selection of 6329 or by E-mail at:
Helen Streck from Palo providing incredible items and proceeds of wkinkade@cheyennecity.org

Alto, CA., shared informa-
tion about what social net-
working/media is all about,
and more importantly, why
we need to be as knowl-
edgeable possible

as

Board of Directors

changes and options in
todayds
This seminar reinforced
that we must continue to
learn and educate our-
selves as much as possi-

$1,240.00 for our scholar-

¢ 0o mmuship pcogram. o n s .

April 6s
also be our RIM Month
Celebration meeting. It will
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Pres Talk...continued

ing.

Il 6d |l i ke to
information in this issue that Mary
has posted regarding upcoming
Rocky Mountain region ARMA Chap-
tersd Annual
some exceptional programs available
this  spring: Northern Colorado
Spring Seminar will be held April 7,
2011 featuring Mark Langamo. His
presentation is,
Records
Mile High Chapter Spring Seminar
wi || be April 19,

Awards Banquet the first part of June.
Donna Crock, our Chairperson of the

i nvi t e Board,ewould like tothear érdme all k Heleoar Montana.

members who would like to serve on
our 2011-2012 Board of Directors.
Whether you are currently serving on

S e mi nherBsard, or & hea rmember rwdo

would like to become more active i
Donna needs to hear from you.
Pl ease donodt be

consists of a wonderfully diverse

- fi @rbup ofl mdividwals twho eachiFcormpli- r
Manage mentmerg Gaidl contribute Tohgharing of

Education and Records and Informa-

tian0 Mdnagemarit.t Please cdnkact c

Trial based on E-Di s cov er y . donnaBai tydur earfiest convenience

these Seminars offer exceptional
education opportunities, and our WY
Chapter would like to help make
these opportunities more available to
our membership by assisting with
registration cost if you would like to
attend. Please contact me as soon
as possible if you would like to attend
either or both of these Seminars.

Our 2010-2011 business year is near-
ing the end with our Annual Dinner &

by phone at 777-5751 or E-mail at
dcrock@state.wy.us).

Donna Crock is also asking for every-
one to please contact her with nomi-
nations for Chapter Member of the
Year, which will be awarded at our
Year End Annual Dinner & Awards
Bangquet the first part of June.

The Midwest-Rocky Mountain Region
ARMA Leadership Conference will be

Glossary Corner

mnemonic filing

A system to classify files using codes or sy
bols that have an easily remembered relatiol
ship to the actual meaning or function (e.g.

Ga[!'é F2NI [ 24

hosted by the Montana Chapter of
ARMA, and held July 18 -19, 2011 in
Please note this
year 86s Leadership
have been shortened by a % day.
Please contact me if you are inter-
ested in attending. Registration is
due June 1%,

s G Wyoring rCha@dr afp ARMA is

available to provide educational op-
portunities, resources, & networking
events throughout Wyoming to sup-
port the professional development of
Records & Information Management
professionals and practitioners. If |
(or any member), can assist you in
any way, please feel free to contact
me. My phone number at the Wyo-
ming State Archives is 777-8907. |
look forward to hearing from you and
seeing you at our chapter meetings
and RIM activities during the year.

Pat

l y3St S

2NJ aCLt
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February 2011 Board Meeting Minutes

WYOMING CHAPTER

Association of Records
Managers & Administrators

BOARD MEETING MINUTES
FEBRUARY 22, 2011

CiTY OF CHEYENNE

DEPARTMENT OF TRANSPORTATION
5300 B I1sHOP BLVD/

CHEYENNE , WY 82001

Note: These minutes are

abridged.

Members present. Donna Crock
Wendy Kinkaid, Lisa Lane, Debb
Leonard, Kathy Levasseur, P
Newbern, Barb Thomasee, Tir
Tyler and Deanne Widauf.

Pat Newbern, President, calle
the meeting to order at 11:45.
Donna Crock made a motion t
approve the minutes with the
amendment. Tim Tyler seconded
motion passed.

Deanne Widauf presented the
¢ NB I & dzNBENRa

penses, Revenue of $3305.00 fc
a checking account balance ¢
$4,539.25. Term Share 4396 he
$12.42 in Expenses of dividend
transferred to Share Savings
$12.42 in Revenue of dividend
for a balance of $5260.12. Tern
Share 10412 has a balance

$4000.00. Share Savings hq
Revenue of $12.42 from the divi

dend transfer from Term Share
4396 for a balance of $6,751.32.

wS L.
report is as follows: $13.91 in Ex-

The ending balance of all ag
counts is $20,550.69.

Deanne also provided a break
down of expenses and revenu
for the March 2011 Seminar as @
this time. That breakdown is EX
penses of $77.89 and Revenue
$3,245.00. Pat Newbern will in
voice SHRAB, State Historic R
cords Advisory Board, after the
seminar.

Debbie Leonard gave the Educ
(tion Report. She reported that a
ithis time we have only one appli
edation for the Vicki Carroll Memo
Itial-Business Scholarship.

Tim Tyler presented the Member
Uship Report, reporting that the

chapter has 29 current members.
)

Kathy Levasseur gave the Pr
grams report. For our May meet
ing Jeanine West from the Stat

WYOMING CHAPTER ARMA
TREASUREROS REP1
February 2011

4 Beginning Balance Checking

1 Account as of 1/25/11: $1,248.16
I Ending Balance Checking
¢ Account as of 2/22/2011: $4,539.25
’ Balance Term Share
S Account #4396 $ 5,260.12
n
Balance Term Share
D' Account #10412 $ 4,000.00
Al
Share Savings Account $ 6,738.90
Total Ending Balance
2/22/2011 $ 20,550.69

of Wyoming Homeland Security
Office will speak about Emer-

gency Preparedness on May”lo

at the Egg & |, 2300 Carey Ave-
;nue, Cheyenne, WY

C

f
April is RIM month and we will
ofneet in the multipurpose room
-of the Barrett Building,

©301 Central Avenue, Cheyenne,
"WY. A speaker is still to be deter-
mined.

Mary Burby was not in atten-
rdance of the meeting so there
'was not a report from the News-
letter.

Donna Crock gave a report on the
"Website. We have many years of
minutes on the website. A discus-
sion followed regarding taking

some of the minutes off the web-

site and leaving only two to three

'years. Donna will clean up the
website by removing the old min-

utes.

D(S?(P‘Business: Donna provided a
brief update on the 2011 Semi-
nar. We have 66 registrants along
with 4 speakers. The cutoff will
be 80 registrants. Set up will be
Monday, March 7 at 5:00 p.m.
We will also invite the speakers in
at that time so that they may see
the facilities and the set up of the
rooms. Donna Crock made a mo-
tion to have the Wyoming Chap-
ter of ARMA pay for the volun-
teers who come to set up and the
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February 2011 Board Meeting, continued

ALISEF{ISNBQ RAYYSNB 2y az2yRlIé&z alNOK T3 HAMM® 5SI

Donna also related that the speakers have asked for Internet connectivity. Kristy Anderson, Committee
Chair for 2011 Seminar, is working on that issue and Donna Crock has contacted Verizon to see if the!
would be willing to donate some demo cards.

Kristy Anderson picked up goodie bags from Wyoming Travel & Tourism. Wyoming Department of Correc-:
tions, Wyoming Department of Transportation, and Wyoming Department of State Parks & Cultural Re-
sourcesg Archives, are donating other items for the bags. The Department of State Parks & Cultural Re-
sourcesq Archives, Department of State Parks & Cultural Resouiides Arts, Parks & History Bookstore

and the Wyoming Chapter of ARMA International, have donated Door Prizes. Deanne Widauf will send out
thank-yous for the donations. The chapter will purchase thank you gifts for the speakers.

Pat Newbern brought up the topic of the Regional Leadership Conference that is being held in Helena, MT ir
July on the 18L9 this year as a reminder for anyone who might like to attend.

Following a discussion of the Tony Award, an award for interested people, which provides membership to
ARMA International and the Wyoming Chapter of ARMA International in the form of dues. Kathy Levasseur
YIEIRS | Y2GA2y (2 dzZJRIFIGS GKS ¢2ye ! gk NR ! LILX AO!I &,
ship agrees to be an active member of the Wyoming Chapter of ARMA and be considered for one of the
OKI LJGSNI 02FNR 2F RANBOG2NI LI2aAdAiz2ya YyRk2NI 6S |y
Crock seconded. Motion passed.

The next board meeting will be March 22, 2011 at the Department of Corrections conference room, at 1934
Wyott Drive, Cheyenne, WY

Meeting Adjourned at 12:50 p.m.

A motion was made by Donna Crock bgnail on February 25, 2011 to organize a trip for Wyoming ARMA
OKIF LJGSN) YSYOSNBE (2 IFGdSYR GKS Db2NIKSNY [/ 2f2NIR2
YR t 2t A0S&a F2NJ {20AFf aSRAIFI¢ LINBSBASYGSR o0& WwWSaas
member plus mileage for one or two carpooling vehicles to Longmont, Colorado. Seconded by Lisa Lane
After much discussion the motion passed.

Respectfully submitted by:
Lisa Lane, Secretary
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March 2011 Spring Seminar Minutes

WYOMING CHAPTER

Association of Records Man-
agers and Administrators

sources to guide clients in all as-
pects of records and information
management consistent  with
322R O2NL1ER2NI GS |L
Generally Accepted Recordkeep-
ing Principles (GARP), RIM compli- 3

ance programs, program strateg;)our second speaker was Mike

development, development and €rouch. He is the State of Wyo-
implementation of litigation hold |MING Enterprise IT Security Coor-
protocols, electronic  discovery dinator, Office of the Chief Infor-

response plans and data privacf”ation Officer. Mike_ has_ been in
initiatives, and selection and im/the€ computer security field for

plementation technologies to| €N Yeéars. He has a vast pool of
support these services. knowledge, experience and ex-

pertise to deliver in the areas of
aad {GNBOlaq |VUNRFILNS pepefrajiop se4tisg,
GLYLI Oda 27 {2 oRfprpation SFsyranggy ang sk 2
IRIM in the Professional Environ@ssessment. Mike spoke on the
YSydés &0 NBaa S RIisky gspogiated witk Rocigl Megia
works are just a communication@nd how it might affect your net-

s . tool and thus must be treated as? 2 NI @ La AIYy2Z2NIY
Rich Wilson with SHRAB, the Statg) ;| that must have orgoing what can and should you do?

Historic Records Advisory Boar hraining, policies, controls, moni There are many questions that
gave a brief overview of wha toring and enforcement. Sociajn€ed to asked and answered,
SHRAB is and the grants that alRatworks are communication ve.SUch as What is the business re-
available for training/education in ’quirement for using social net-

n...the biggest t
organization is a clueless
empl oyeeéodo |l Q3

GENERAL MEETING MINUTES
MARCH 8, 2011

SPRING SEMINAR

KiwANIS COMMUNITY HOUSE
LIONS PARK
CHEYENNE , WY 82009

Please Note: These minutes are

abridged.

Pat Newbern, President of the
Wyoming Chapter of ARMA we
comed all the attendees and
made the announcements and
introduced the Wyoming Chapte
of ARMA Board Members.

historical records.

Pat Newbern thanked the spon

sors and introduced Helen Stre lb

the first of four speakers.

Helen is President/CEO of Kaiz
InforSource LCC, Palo Alto,

She is an active member in AR
International, where she currentl

serves as the Pacific Region Ma
ager. She has served as a Trus
on the ARMA Educational Fourn
dation Board and is a past mem
ber of the Board of Directors for
ARMA International. Helen lead
and applies unique industry re

hicles where content is dynamic
it is used by all ages around th
world, the validity of comments
or postings are often hard to

speed of distribution and the
rams. And then, as a RIM profe

ional, policies must be updatec
%nd consistent across the board

Avorks? Who will be using it, what

information will be distributed,
how will information be distrib-

rove. The impact to RIM is theuted and why use a social net-

work?  Policies must be well

need to have strong RIM Pro-thought out to ensure communi-
cations are tracked and to ad-

jress perceived risks to busi-
nesses and employees such as

leaving no loopholes, you mustVIruses and malware, brand hi-

ave
&faining for electronic records,
apply controls to proprietary or
testricted information. develop
and implement retention plans
Sut the same question must be
T RRNBaasSR: a2 Kl

increasing and updatedjaCking that could damage reputa-

tion, lack of control over corpo-
rate content (what can and can-
not be shared), unrealistic expec-
tation of customer service at
GLYGSNYSi
menk 2 flectiQR SAMTRNE:-

{ LISSR¢ 3
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March 2011 Spring Seminar Minutespntinued

tions, using personal accounts t
communicate work related infor-
mation, excessive use in the wor

) Council wanted to start using so-
n...any data thatcay RetwoFkihg toCdet the Wdr® U 9 h
a social network not only belongs to | gyt quickly about events, without

place, mobile access which ma) you, but also to the social having to pay a fee and having
lead to data theft or leakage an net wor kéo content dictated by traditional
scams. Unfortunately, the biggest media, so what did they do. They

threat to an organization is ato reinvent the wheel to make atalked about it; discussing the
GOf dzSt Saa¢ SYLX rew fokey, resedtch @ fsee Whatisks and having a plan in place

be managed by training, training,is out there and borrow from|were one of their first steps.

and more training. The Sevenother policies. So what can we¢ KS& KI @S Liydzi | 4.
Deadly Sins of Network Securitydo? We can develop guidelineof their pages to identify that

are: 1. Not measuring risk. 2Zand processes that can answethey are the Wyoming Business
Thinking compliance equals secuthese questions. 1. Who can/Council and they have everything
rity. 3. Overlooking the people|should represent us? 2. What in-interrelated by having links to

4. Lax patching procedures. 5formation will be posted? 3. Howeach social network that they use.

Lax logging and monitoring. 6.do we post information? 4. HowSome of their concerns when
Spurning the K.I1.S.S. (Keep It Sirdo we retract information? 5. starting out were: Who are the

ple Stupid). 7. Too much accesBlow do we archive social medieclients? Where are the clients?

for too many. The Seven Deadlgontent? 6. Do our retention Who was to be the spokesper-
Sins of Social Media are: 1. Ovaules address social media conson? Who has access? What do
sharing activities. 2. Mixing per-tent? 7. How do we respond to awe talk about? Kim also spoke on
sonal with professional. 3. Sociatequest for social media content?working with the Cheyenne Fron-
media rage. 4. The one with theA Public Records Request. @giers Days social network sites
most connectiong wins. 5. Pass{How do we stop using social meand getting that program off the
word sloth, using the same passR A I K Il GAROAUG |gouhd andd Yulning. S S Falg@
word for everything. 6. Triggerdata that you put out through a|said that negative comments can
finger; 7. Endangering yourselfsocial network not only belongsbe addressed immediately on so-
and others. We must maintainto you but also to the social net:cial networks and not necessarily
due diligence. What can we dofwork and even though you mayby the original poster but by
Conduct a risk assessment thatlose and delete your account ifother followers, but that negative
analyzes proposed access to sssomeone else has downloadedcomments can also be addressed
cial media to include: 1. Prorany of your postings, it is still outby asking that the poster contact
posed access, itself. 2. Employethere and can come back to haunthe organization in a different for-
productivity. 3. Bandwidth re-|/you. mat i.e. email or phone.

guirements and impact. 4. Repu-
tational risks. 5.Potential for extKim Sears is from the WyomingSara Needles, the Administrator
posure of data. 6. Potential forBusiness Council with the State ofor the Cultural Resources Divi-
introduction of Malware. 7. RiskWyoming. Kim is the Senior Pubsion of the Department of State
mitigation strategies¢ do they |lic Relations and Marketing SpeParks and Cultural Resources gave
address risks? Ready to write |[@ialist. She gave us a brief overa brief overview of the legislation
social media policy? socialmediview of the social networking the session and how it pertains to
agovernance.com is a websiteBusiness Council does to promotd&RIM. The legislature has ap-
that has a database of policieswWyoming and events takingproved $200,000 for and Archives
' YR LINE OS R dzNE & dplace?2 Bmpleyeeg & ihe BusindsStudy and address electronic re-
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March 2011 Spring Seminar Minutespntinued

What drives you out there to use
social media? Why are you usin
Sue Castaneda is a Public Rel@? Information needs to be fresh

cords.

tions and Marketing Specialistand new. There is a need to creé T NA Sy Ré @

with the Wyoming Department of ate a brand that carries through
State Parks and Cultural Reall social networks. The messag
sources.
G{20A1l f aSRAL ¢ |VWhatAdd §ou Hoawith the Yiggd-
to publicize the many events andback? Remove, leave, leave for
FOGAGAGASE 2F
fied divisions. Sue related thesites to see what they can do an
many social networks that shewhat options there are, as there

gedddl of Anfey CResedrch RtheBVing Aeverything.
dnanage the environment of social

uses to get the word out.

raise. On a personal note sh
uses social networking to keep i
touch with her son who is de-

ABe judicious abo

ployed, in fact did you know that
you could have an argument with
someone half a world away on
social network? Sue does.

And finally Helen Streck summe
up the day with this: Social net

Shel NB
also uses social media to fundaround the world.
hat you are sharing your rights to

MannQa 27T
Remember

nthe information you are posting.

Know the risks.
are giving up some of your rights

tide, yBUl Frhy be Blrpris&d® ¢ - ©

When writing a policy, make it
plain and simple. Write out the
irules write them straight for-
award.  Write out the conse-

termine who is going to share
dvhat information can be shared
-when will the information be

Be judicious about what you post.
Know that youCrock, Wendy Kinkaid and her

cial media has brought up a lot of

gelationship questions. It is O.K.
not to have everyone as a
¢ KS

more costly if we do not know or
éearn the important skills of social

Ms Castaneda usereeds to be crisp, clean and freshnetworking.

y a
&ake sure you have a way of ar-
We must

media, the who, what, when, why

2t

aBd2hovik of informyaton & DHeéidy a

created, shared, and stored.

A special thank you to Kristy and
Pat Anderson, Donna and Eric

daughter Destiny, Lisa Lane, Deb-

Barbara Thomasee,
son

Newbern,
Deanne Widauf and her

Read the social network terms ofbie Leonard, Kathy Levasseur, Pat

David, and Rich and Suzi Wilson

for all their help in the setup for
the seminar. And to Tony Adams,
Kristy Anderson, Jodee Brewer,

guences and stick by them. DeMary Burby, Donna Crock, Wendy

Kinkaid, Sue Layman, Lisa Lane,

Debbie Leonard, Pat Newbern,
Scott Smith, Helen Streck, Bar-

works were started by a genera-shared, how will it be shared andbara Thomasee, Tim Tyler and
tion behind us as a new way towhere will it be shared. Set theDeanne Widauf for all their help

communicate. They started ou
to just be socialto keep in touch.
Then, to reach the 18 to 30 ag
group, social media was used as

marketing tool by businesses todriving information. We need to
.educate businesses and custom

promote products and services
In business today, you have t

rely on more than one communi-
cation device. But we still have tolnformation on a social network is

keep recordg; still have to retain
electronic records.

tsecurity and train, train, train.

Business and our customers a

DETS.

still passive, meaning you have t
be on a social media or your no

going to get the information. So:

with the teardown and cleanup

Everyone should be on the samefter the seminar.
epage and have the same answer'F.i

Respectfully submitted by:
Lisa Lane, Secretary

—t
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Social Netwaorks

and thejr Impact on

Records ang Infor
anagement

Mation
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