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.7} Acknowledgements

= Elements of this presentation are taken

from “A Walk in the Cloud”, Information
Management, January / February, 2009.
= Portions of this presentation include

excerpts from Jesse Wilkins’ section of
this article.

e’ J Obijectives

= Understand what the “cloud” and
“Web 2.0” encompass.

= Understand differences and similarities to
other types of outsourcing.

= Identify and articulate key risks and issues
in this space.

= Understand strategies to mitigate these
risks.
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5 ﬁ\; a Web 2.0 and The “Cloud”
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THE CLOLID THINGY

http://geekandpoke.typepad.com/geekandpoke/

J In a Nutshell...
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Cloud Taxonomy & Ontology - Draft v1.4 - Hoft
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http://www.rationalsurvivability.com/blog/?p

http://www.opencrowd.com/views/cloud.php
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| 7} If it Works with Boxes...

| 7Y What is Web 2.0?

<

“...the business revolution in the computer
industry caused by the move to the
Internet as platform, and an attempt to
understand the rules for success on that
new platform. Chief among those rules
is this: Build applications that harness
network effects to get better the more
people use them (emphasis added).”

- Tim O'Reilly, O'Reilly Media

7 g Huh?

<

= The Web as Platform

o Everything sits out on the Internet
= Participation

o We used to call this collaboration
= Emergence

o User creativity and user control
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73 Why Do This?

A

= Simple, easy to maintain tools
= Little downtime

= Low cost

= Easy to ramp up

= Encourage collaboration

7 *aaS

A

= SaaS - Software as a Service
o Salesforce.com
= SaaS - Storage as a Service
o Iron Mountain Connected® Backup
= CaaS — Communication as a Service
o IP telephony and unified messaging
= laaS - Infrastructure as a Service
o Web hosting
= PaaS - Platform as a Service
o End to end computing services

73 Key Benefits

A

= Cost reduction
o Low barriers to entry
o Low capital expense
o Scalability to need
= Collaboration
= Simplicity
= Accessibility
o Device independence
o Location independence
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= IT Outsourcing

o Vendor may own the infrastructure and co-
mingle information with other clients

o Vendor may determine which applications will
be supported

= Records Center Outsourcing
o Records boxes generally co-mingled
o Pay for consumption model
= HR and Benefits Outsourcing
o Ability to scale to peak (annual enroliment)

Alignment with Outsourcing

March 9, 2010

WEB 2.0 SLOGAN OF THE MONTH
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Social Networking?

Co iR * There are some
EfST:‘”'_F:*/ differences, but the
Ak A common threads
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o o Simple applications
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Social Networking?
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-5 Does Social Networking Matter?
= Corporate YouTube — FesCrmmmmmmss
= Corporate Twitter E‘:‘_

[-Y—

» Wikis i
= Blogs

= How do we retain?
= How do we dispose?
= How do we hold?
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| 7Y Related Trends

<

= Virtualization

o One computer or server hosting multiple
virtual servers or computers, utilizing excess
computing power

= Significant cost reduction
= “Bring your own computer”

o The employee brings to work whatever sort of
computer that he or she prefers and works
within a virtual machine

= Significant cost savings opportunity
= Significant risks

&5 And Now, the Risks

(OROY
8
HERE BE DRAGONS...
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= 7.Downtime and Service Suspensions; Security

= 7.1 Downtime and Service Suspensions. In addition to our rights to terminate or suspend Services to you as
described in Section 3 above, you acknowledge that: (i) your access to and use of the Services may be
suspended for the duration of any or downtime or of any portion or all of
the Services for any reason, including as a result of power outages, system failures or other interruptions; and (i)
we shall also be entitled, without any liability to you, to suspend access to any portion or all of the Services at any
time, on a Service-wide basis: (a) for scheduled downtime to permit us to conduct maintenance or make
modifications to any Service; (b) in the event of a denial of service attack or other attack on the Service or other
event that we determine, in our sole discretion, may create a risk to the applicable Service, to you or to any of our
other customers if the Service were not suspended; or (c) in the event that we determine that any Service is
prohibited by law or we otherwise determine that it is necessary or prudent to do o for legal or regulatory reasons
(collectively, “Service Suspensions”). Without limitation to Section 11.5, we shall have no liability whatsoever for
any damage, liabilities, losses (including any loss of data or profits) or any other consequences that you may incur
as aresult of any Service Suspension. To the extent we are able, we will endeavor to provide you email notice of
any Service Suspension in accordance with the notice provisions set forth in Section 15 below and to post updates
on the AWS Websites regarding resumption of Services following any such suspension, but shall have no liabilty
for the manner in which we may do o or if we fail to do so.

= 7.2 Security. We strive to keep Your Content secure, but cannot guarantee that we will be successful at doing so,
given the nature of the Internet. Accordingly, without limitation to Section 4.3 above and Section 11.5 below, you

that you bear sole for adequate security, protection and backup of Your Content and

Applications. We strongly encourage you, where available and appropriate, to (a) use encryption technology to
protect Your Content from unauthorized access, (b) routinely archive Your Content, and (c) keep your Applications
or any software that you use or run with our Services current with the latest security patches or updates. We will
have no liability to you for any unauthorized access or use, corruption, deletion, destruction or loss of any of Your
Content or Applications.

amazon http://aws.amazon.com/agreement/
webservices™

But Wait, There’'s More!

= 115. Disclaimers. AMAZON PROPERTIES, THE MARKS, THE SERVICES AND ALL TECHNOLOGY,
SOFTWARE, FUNCTIONS, CONTENT, IMAGES, MATERIALS AND OTHER DATA OR INFORMATION
PROVIDED BY US OR OUR LICENSORS IN CONNECTION THEREWITH (COLLECTIVELY THE “SERVICE
OFFERINGS") ARE PROVIDED “AS IS". WE AND OUR LICENSORS MAKE NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE WITH
RESPECT TO THE SERVICE OFFERINGS. EXCEPT TO THE EXTENT PROHIBITED BY APPLICABLE LAW,
WE AND OUR LICENSORS DISCLAIM ALL WARRANTIES, INCLUDING, WITHOUT LIMITATION, ANY
IMPLIED WARRANTIES OF MERCHANTABILITY, SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR
PURPOSE, NON-INFRINGEMENT, QUIET ENJOYMENT, AND ANY WARRANTIES ARISING OUT OF ANY
CCOURSE OF DEALING OR USAGE OF TRADE. WE AND OUR LICENSORS DO NOT WARRANT THAT THE
SERVICE OFFERINGS WILL FUNCTION AS DESCRIBED, WILL BE UNINTERRUPTED OR ERROR FREE, OR
FREE OF HARMFUL COMPONENTS, OR THAT THE DATA YOU STORE WITHIN THE SERVICE OFFERINGS
WILL BE SECURE OR NOT OTHERWISE LOST OR DAMAGED. WE AND OUR LICENSORS SHALL NOT BE
RESPONSIBLE FOR ANY SERVICE INTERRUPTIONS, INCLUDING, WITHOUT LIMITATION, POWER
OUTAGES, SYSTEM FAILURES OR OTHER INTERRUPTIONS, INCLUDING THOSE THAT AFFECT THE
RECEIPT, PROCESSING, ACCEPTANCE, COMPLETION OR SETTLEMENT OF ANY PAYMENT SERVICES.
NO ADVICE OR INFORMATION OBTAINED BY YOU FROM US OR FROM ANY THIRD PARTY OR THROUGH
THE SERVICES SHALL CREATE ANY WARRANTY NOT EXPRESSLY STATED IN THIS AGREEMENT.

amazon :
b eorvices http://aws.amazon.com/agreement/

Key Risks

= Security

o It's on the Internet and you likely use a
browser to get to it

= Resiliency, Availability, Accessibility
o Is it broken?
o Is my connection broken?

= E-discovery
o Exactly how does this work?

o With shared storage, will someone else’s data
be exposed with mine?
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73 Risks

A

= E-discovery and the Law

o The law is probably ten years behind
technology.

o Legal expectations about ESI make
assumptions that were true ten years ago

o Jurisdiction is an increasingly critical issue —
where is the information stored and where
does it go?

March 9, 2010

8’ Risks
= Computer Forensics

o Can we obtain uncontaminated data?

o How do we maintain chain of custody?

o How do we show what has been deleted?

o Are the logs good enough?
= Records Management

o Can retention schedules be applied?

o Is search and storage more important than
disposition?

87 ) Risks
= Data Privacy
o Where is the data?
o Who has access to it?
o How do we dispose of data no longer
needed?
o How do we disclose transfers and
processing?
= Infrastructure Duplication

o Some infrastructure may need to be
maintained for power users and for tethered
users
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8’ Risks
= Who Owns the Data?

o The employee

o The employer

o The service provider
= Migration

o Negotiating the divorce before the marriage

o How do you change providers?

o How do you get all of your data back?

March 9, 2010

1.7 Risk Mitigation
= Legal
o Contractual language
o Service Level Agreements
= Resiliency
o Pre-planning
o Multiple paths to connect
= Documentation
o Understanding the environment
o Preparing responses

1.7 ) Risk Mitigation
= Policy
o Ensuring that employees have limits and the
limits are enforced

= Encryption
o Sensitive information must be encrypted
= Limit Remote Access and Downloads

© 2010, Patrick Cunningham, CRM, FAI




ARMA Wyoming Chapter March 9, 2010

Patrick Cunningham, CRM, FAI

Director, Information
Management, Collection &
Preservation

Motorola, Inc.

plcunnin@ameritech.net

© 2010, Patrick Cunningham, CRM, FAI



